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Demand-Reduction Input-Output (I-O) Analysis for
Modeling Interconnectedness

Joost R. Santos' and Yacov Y. Haimes®

Abstract

The paper discusses the demand-reduction I-O inoperability model to analyze the
economic impact of demand reductions on a system of interconnected infrastructures.
The propagation of inoperability depends upon the degree of interdependency of one
infrastructure on another. A case study comprising twelve critical interconnected
infrastructure sectors is presented. The interdependency matrix for this case study is
derived via a transformation of the national industry-by-industry transactions data as
published by the Bureau of Economic Analysis. The paper highlights the use of
geographical and functional decompositions to tailor the demand-reduction analysis
to specific US regions, or to components of a large-scale infrastructure, respectively.

Introduction

Inoperability analysis in this paper connotes a process of studying how risks can
propagate and proliferate through a system of interconnected infrastructures.
Perturbations in the form of natural disasters, accidents, or willful attacks can set off
a chain of cascading impacts, and thus risks, on interconnected infrastructures. A
technical paper by the University of Virginia’s Center for Risk Management of
Engineering Systems (UVA-CRMES) asserts that the higher degrees of
interdependencies exhibited by our critical infrastructures to date—due in part to their
increasing reliance on modern technology—make them more vulnerable to willful
attacks [UVA-CRMES 2002]. The September 11, 2001 attacks, for example, have
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demonstrated the strong interdependence and interconnectedness in various
infrastructures and sectors of the United States.

Input-output (I-O) analysis was developed by Leontief in the 1930s to present
a framework for addressing the interconnectedness among various sectors of the
economy [Leontief 1951a and b, 1966]. Utilizing this framework, Haimes and Jiang
[2001] developed the Leontief-based I-O inoperability model to describe how the
impact of perturbations can cascade through a system of interconnected
infrastructures. In this model, the term inoperability connotes the level of the
system’s dysfunction, expressed as a percentage of the system’s nominal level of
operation. Furthermore, inoperability is interpreted as the degradation of a system’s
capacity (or supply) to deliver its intended output due to the physical impact of such
perturbations. Thus, we refer to the Haimes and Jiang I-O inoperability model as
either physical-based or supply-based.

Through the demand-reduction inoperability I-O model (or demand-based
model, for brevity), the paper aims to complement and supplement the already-
developed physical-based model. While the physical-based model quantifies
inoperability in terms of degraded capacity to deliver the intended outputs, the
demand-based model addresses the demand reductions that can potentially stem from
perturbations. Logically, the demand reduction of a perturbed industry further renders
adverse impacts on the operation of other dependent industries.

The remainder of the paper is organized as follows: Section 2 highlights the
literature sources relevant to the usage of I-O analysis. Section 3 discusses the
demand-based model and demonstrates it via a case study comprising 12 national
critical interconnected infrastructures. Sections 4 and S provide an array of methods
to further enhance the demand-based model. Specifically, these methods include
geographical decomposition (Section 4), and functional decomposition (Section 5).
Finally, the Section 6 epilogue highlights how the demand-based model is integrated
into a higher-level I-O framework via the temporal modeling of inoperability.

Input-Output Models

I-O analysis is concermed with modeling interdependencies among a system of
interconnected entities. These entities can be characterized in terms of industries—as
described by the Leontief economic I-O model—or of critical infrastructures—as
described by the physical-based inoperability I-O model.

Leontief economic I-O model. The 1-O analysis was formally introduced by Wassily
Leontief in the 1930s to present a framework for the study of economic equilibrium.
Through the use of I-O tables, the model is capable of addressing the
interconnectedness among various sectors of the economy [Horton 1995]. Leontief
was awarded the 1973 Nobel Laureate in Economics for his seminal work on the
development of the 1-O method and for its application to important economic
problems. Miller and Blair [1985] provide a comprehensive introduction to the model
and its applications. Leontief’s I-O model describes the equilibrium and dynamic
behavior of both regional and national economies. Thus, it is a useful tool in

Copyright ASCE 2004 This is a preview. Click here to purchase the full publication. |sed Decisionmaking 2002



https://www.civilenghub.com/ASCE/124157974/Risk-Based-Decision-Making-in-Water-Resources-X?src=spdf

106 RISK-BASED DECISIONMAKING IN WATER RESOURCES X

economic decisionmaking processes used in many countries [Peterson 1991]. Recent
frontiers in I-O analysis were compiled by Lahr and Dietzenbacher [2001).

The US Department of Commerce [1998] maintains various types of
economic tables (or matrices) through its Bureau of Economic Analysis (BEA)
division. The BEA is responsible for documenting the transactions among various
industries in the US economy. The detailed national I-O accounts are composed of
nearly 500 industries, organized according to the Standard Industry Classification
(SIC) codes. For brevity, we focus only on describing the make (V) and use (U)
matrices. The make matrix would show the dollar values of the different column
commodities produced by the different row industries. The use matrix, on the other
hand, would show the dollar values of the different row commodities consumed by
the different column industries. The BEA data do not directly specify the I-O matrix
representing the industry-by-industry transactions. This matrix, which is called the
industry-by-industry technical coefficient matrix in Leontief parlance, shows the
proportion of the /" industry’s total output which serves as the input to the ;™
industry’s production. To derive the industry-by-industry technical coefficient matrix,
we first need to normalize the use and make matrices with respect to the total
commodity output (y) and total industry output (x) vectors, respectively. The
described operations will yield the normalized make (D) and the normalized use (B)

matrices.
v , -1
d; =—L < D = V(diag(y)] M
J
b, ==L & B = Uldiag(x)]” @
x.

J

The operator diag(8) in (1), (2), and later equations represents the resulting diagonal
matrix constructed from a given vector 6, i.e.,

6718 0 ~ 0
6,| o 8 .

diag®)=diag| [ |= . .} .= | €))
6,] o -~ 0 8,

We use the notation A to refer to the industry-by-industry technical coefficient
matrix. Miller and Blair {1985] provide the derivation for A to be the product of the
normalized make and the normalized use matrices.

a; =;dﬁbki < A=DB 4
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Defining ¢ as the final demand vector for the industries, then the Leontief balance
equation containing the industry-by-industry technical coefficient matrix (A) and the
total industry output vector (x) is written as follows:

x=Ax+¢ &)

Physical-based inoperability input-output model. Modem infrastructures to date
generally manifest higher degrees of complexity and interconnectedness, due largely
to their increasing reliance on information technology [Longstaff et al. 2000;
Longstaff and Haimes 2002]. Thus, it is likely that the vulnerability of a given
infrastructure could pose additional risks to other dependent infrastructures [Haimes
2002]. A first-generation physical-based inoperability I-O model (or physical-based
model, for simplicity) was developed by Haimes and Jiang [2001] to describe how
the impact of terrorist attacks can cascade through a system of interconnected
infrastructures. Inoperability connotes degradation in the system’s functionality
(expressed as a percentage relative to the intended state of the system). The
mathematical formulation of the physical-based model is as follows:

X=Ax+¢ (6)

However, note that the interpretation of the model parameters in (6) is fundamentally
different from the Leontief model in (5). The “supply” and “demand” concepts in the
Leontief economy model now assume different interpretations and have been inverted
to some extent in the physical-based inoperability I-O model. Although the
mathematical construct of the two models is similar, in Leontief’s model, x and ¢
represent commodities typically measured in dollar units. In the physical-based
model, the vector ¢ represents the input to the interconnected infrastructures—
perturbations in the form of natural events, accidents, or willful attacks. The output is
defined as the resulting vector x of inoperability of the different infrastructures, due
to their connections to the perturbed infrastructure and to one another. The long-run
inoperabilities of the interconnected infrastructures following an attack can be
calculated using (6) provided that A is stable.

The inoperability vector (x) describes the degree of functionality of
interconnected infrastructures. Thus, it takes on values between 0 and 1, where
flawless operation corresponds to x = 0 or x, =x, =--- = x,. When this condition is

in effect, the infrastructures are said to be at their nominal or ground state. A
perturbation input ¢ will cause a departure from the ground state. It can intuitively set
off a chain of effects leading to higher-order inoperabilities—coined as cascading
effects by Rinaldi [1997]. For example, a power infrastructure (the ™ infrastructure)
would initially lose 10% of its functionality due to an attack that delivers a
perturbation (cx) of 0.1. This defines the perturbation as the inoperability of the power
infrastructure right after an attack. In addition, this inoperability propagated onto
other power-dependent infrastructures will in turn cause other inoperabilities and
ultimately perhaps additional inoperability in the power infrastructure itself. In
general, we expect the long-run inoperability of an attacked infrastructure to increase
from its post-attack value (i.e., the perturbation).
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Demand-Reduction Inoperability Input-Output Model

Continued exploration of the prior work on I-O modeling (i.e., the physical-based
model) indicates that no single model is capable of capturing the multiple visions,
perspectives, or dimensions of a system. This philosophy is the basis for hierarchical
holographic modeling (HHM)—a modeling schema for identifying and structuring
multiple risk scenarios triggered by deviations from the system’s “as planned”
scenario [Haimes 1981, 1998; Kaplan et al. 2001]. Thus, while the already-developed
physical-based inoperability I-O model analyzes the physical losses caused by natural
and human-caused catastrophic events, it is necessary to consider other factors as
well. Psychological factors, for one, have been shown to mirror the physical
destruction delivered by such events. A comprehensive survey of the psychological
effects of various types of disasters is documented by Norris et al. [2002]. Empirical
studies such as those conducted by Susser et al. [2002] and Galea et al. [2002]
specifically show the significance of the “fear factor” induced by the September 11,
2001 terrorist attacks. These papers suggest that fear can cause the public to reduce
its demand for the goods/services produced by an attacked entity. Public
apprehension of the safety of air transportation post 9/11, for example, caused a
drastic reduction in the operations of airlines and of airline-dependent industries.
Such retrenchments and changes in demand can have compelling economic
repercussions (e.g., degraded production capacity) which add to the physical losses.
The demand-reduction inoperability I-O model will be used to analyze the long-run
adverse effects of demand degradation on the nominal operation levels of
interdependent industries.

Model description. Central to demand-reduction inoperability I-O modeling is the
analysis of how demand reduction can propagate from the directly attacked industry
to others. As with the case of the physical-based model, the propagation of demand-
based inoperability depends on an interdependency matrix—a matrix which describes
the degree of coupling between infrastructures. By deriving the relationship between
the demand-based I-O inoperability model and the original Leontief economic model,
we establish a process of generating the interdependency matrix based on available
economic data. The correspondence between these two models is given in UVA-
CRMES [2002]:

gq=A'q+c¢ ¢

where the variables are defined as follows:

~ ¢ is the vector of normalized degraded demand (i.e., nominal demand
minus post-attack demand, divided by the nominal production);

- A’ is the interdependency matrix, whose elements are derived from the
industry-by-industry technical coefficient matrix (A); and

- qis the vector of normalized production loss whose elements represent the
ratio of unrealized production (i.e., nominal production minus post-attack
production, divided by nominal production).
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The normalized production loss (q) in the model is triggered by a terrorist-induced
normalized degraded demand (c¢). We also refer to q as the demand-based
inoperability. The interdependency matrix (A" in the demand-based I-O inoperability
model can be generated based on a published industry-by-industry technical
coefficient matrix. Thus, the demand-based I-O inoperability model can utilize the
vast database available in the reports of the BEA. Through a transformation of the
economic data collected and published by the agency, a sample demonstration of the
demand-reduction inoperability I-O model is presented in the following section.

Sample implementation of the demand-reduction inoperability I-O model. The
following example consists of the 12 representative industry sectors enumerated in
Table 1. The data are obtained from US national I-O accounts released by the BEA
[US Department of Commerce 1998]. These accounts contain the total industry
outputs, denoted by the vector x™ in Table 2. Using BEA’s Make and Use tables, the
resulting industry-by-industry technical coefficient matrix (A) for the twelve industry
sectors is presented in Table 3.

Table 1. Industry sectors selected for the model.

Index SIC! Code Description
1 7.0000 [ Coal
2 31.0101 | Petroleum refining
3 65.0100 | Railroads and related services
4 65.0301 | Trucking and couriers
5 65.0400 | Water transportation
6 65.0500 | Air transportation
7 66.0100 [ Telephone and telegraph, communication services
8 68.0100 | Electric services
9 68.0301 | Water supply and sewerage systems
10 70.0100 | Banking
11 72.0101 | Hotels
12 74.0000 | Eating and drinking places

'Standard Industry Classification
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